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Information or objects of independent
origin means data or items that origi-
nate from a disinterested individual or
are forensic evidence of a unique, im-
mutable trait which is (and may at any
time be) attributed to the individual in
whose name the device is issued.

Local registration authority means an
individual who is authorized by a state,
tribe, or local government to issue an
agreement collection certification,
whose identity has been established by
notarized affidavit, and who is author-
ized in writing by a regulated entity to
issue agreement collection certifi-
cations on its behalf.

Priority reports means the reports list-
ed in Appendix 1 to part 3.

Subscriber agreement means an elec-
tronic signature agreement signed by
an individual with a handwritten sig-
nature. This agreement must be stored
until five years after the associated
electronic signature device has been
deactivated.

Transmit means to successfully and
accurately convey an electronic docu-
ment so that it is received by the in-
tended recipient in a format that can
be processed by the electronic docu-
ment receiving system.

Valid electronic signature means an
electronic signature on an electronic
document that has been created with
an electronic signature device that the
identified signatory is uniquely enti-
tled to use for signing that document,
where this device has not been com-
promised, and where the signatory is
an individual who is authorized to sign
the document by virtue of his or her
legal status and/or his or her relation-
ship to the entity on whose behalf the
signature is executed.

§3.4 How does this part affect enforce-
ment and compliance provisions of
Title 40?

(a) A person is subject to any applica-
ble federal civil, criminal, or other pen-
alties and remedies for failure to com-
ply with a federal reporting require-
ment if the person submits an elec-
tronic document to EPA under this
part that fails to comply with the pro-
visions of §3.10.

(b) A person is subject to any applica-
ble federal civil, criminal, or other pen-
alties or remedies for failure to comply
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§3.10

with a State, tribe, or local reporting
requirement if the person submits an
electronic document to a State, tribe,
or local government under an author-
ized program and fails to comply with
the applicable provisions for electronic
reporting.

(c) Where an electronic document
submitted to satisfy a federal or au-
thorized program reporting require-
ment bears an electronic signature, the
electronic signature legally binds, obli-
gates, and makes the signatory respon-
sible, to the same extent as the sig-
natory’s handwritten signature would
on a paper document submitted to sat-
isfy the same federal or authorized pro-
gram reporting requirement.

(d) Proof that a particular signature
device was used to create an electronic
signature will suffice to establish that
the individual uniquely entitled to use
the device did so with the intent to
sign the electronic document and give
it effect.

(e) Nothing in this part limits the use
of electronic documents or information
derived from electronic documents as
evidence in enforcement or other pro-
ceedings.

Subpart B—Electronic Reporting to
EPA

§3.10 What are the requirements for
electronic reporting to EPA?

(a) A person may use an electronic
document to satisfy a federal reporting
requirement or otherwise substitute
for a paper document or submission
permitted or required under other pro-
visions of Title 40 only if:

(1) The person transmits the elec-
tronic document to EPA’s Central Data
Exchange, or to another EPA elec-
tronic document receiving system that
the Administrator may designate for
the receipt of specified submissions,
complying with the system’s require-
ments for submission; and

(2) The electronic document bears all
valid electronic signatures that are re-
quired under paragraph (b) of this sec-
tion.

(b) An electronic document must
bear the valid electronic signature of a
signatory if that signatory would be re-
quired under Title 40 to sign the paper
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